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Hard Problems
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- Factorization
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EULER'S THEOREM

Euler’s Function

VN € N,
¢(N) = # of invertible els in Zy
= |{x: GCD(x,N) = 1}|.

Euler's Theorem

YN € N,Vx € Z&,
| X¢(N) =11n ZN!
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RSA CRYPTOSYSTEM

Alice generates

* N =pq
- e-d=1 mod ¢(N)
+ pk = (N, e)
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RSA CRYPTOSYSTEM

Alice generates

* N=pg
ce-d=1 mod ¢(N)
- pk=(N,e)
- sk = (N, d)
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FOr a message m € Zy;: /
D: Enc(pk, m) = Enc(N,e,m) = mZin Zj,.




RSA CRYPTOSYSTEM

Alice generates

- N =pq

. e-d=1 mod &(N)
© pk=(N,e)

. sk = (N, d)

Encryption/Decryption
FOr a message m € Zy;:

¢ = Enc(pk,m) = Enc(N,e, m) = m®in Zj.
For a ciphertext c € Zj;:

m = Dec(SR, ¢) = Dec(N, d, c) @inZﬁ,.
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UBIQUITOUS RSA

- Online banking

+ SSL/TLS

- Emails
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- Secure file systems



Attacks on
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TEXTBOOK RSA IS NOT SECURE
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FACTORING AND RSA
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SMALL DIFFERENCE
(o "o
Nep-q, [&q s lo2t- bid long prins,

][) q\élo

Recal) fockoning N s «uffwm
‘\y Evl bwows that P q L =
Wiag Fé‘mé‘I q-p £

Eve buatr Jorces P — —

'F L Wam p'vlJlg M

go.\,hm., When g/'«-tuau N = =P-9, if Ipdﬂ‘lﬂ'
M’luu\l'&

Ip- q,éla ?

=



NOT ENOUGH RANDOMNESS
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SUMMARY

+ Encryption must be randomized!
C
"AHacL" /C.

—_

\!E

'\ Czttg

' 4



SUMMARY

- Encryption must be randomized!

- RSA I1s powerful and ubiquitous



SUMMARY

- Encryption must be randomized!
- RSA I1s powerful and ubiquitous

- Simple, but needs to be implemented correctly



SUMMARY

- Encryption must be randomized!
- RSA I1s powerful and ubiquitous
- Simple, but needs to be implemented correctly

- There are many great implementations
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